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I Windows 2000 Professional
Windows XP (Home / Professional)
Windows Vista
Windows Server 2000 / 2003 / Small Business Server
Linux* (RedHat, SUSE, Debian and Debian based systems such as
Ubuntu)
Mac OS X* Tiger (10.4.10 and higher)
Mac OS X* Leopard (10.5.0 and higher)

#3$ % PC with 300 megahertz (MHz) or higher processor clock speed
recommended
128 MB memory
25 MB of disk space
Internet connection (e.g. ADSL, SDSL)

& '$ Microsoft .Net framework 1.1 ** (will install automatically with client)

Java 1.5 platform or higher is required ***
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Access your data to restore or remove a file
Change user settings (e.g. password)

Overview of your backups through logs and reports

&

Number

Folders

(= @ Deskiop
& My Documents
¥ i My Computer
\-3 My Metwork Places
O vy pictures
O Mijn Music
[Fle Favorites
Dlﬁ—l Microsoft Outlook
O3 System state

Mame

uDMy Documents

v _J My Computer
& py Metwork Places
E Internet Explorer

()
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< $ 3 | Select Setup Language
Q] Select the language ta use during the
5 55 mstalation:

| 18 Setup - Online Backup Client

Welcome to the Online Backup
. Client Setup Wizard
Accept the license agreement,

This wil install Online Backup Cliert on your computer

Choose th e | nStaI Iatlon d | re Cto ry 1t is recammended that you close all ather applications before:

continuing.

Click Next to continue, or Cancel to exit Setup.

Choose to have a short cut on your desktop or not

BackupAgent®

Wersion 3.12.4.2

Cancel

(4

- 0, 15 Setup - Online Backup Client
%0, ,
Installing

Please wait vehile Setup installs Online Backup Clent on your computer

Finishing installation

%%* 3 (

f 1
L |

Wersion 3.12.4.2 Cancel
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($
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Completing the Online Backup
Client Setup Wizard

Setup has finisher installing Online Backua Client on your
computer. The application may be launched by selecting the
installzd icons.

Click Finish to exit Setup.

[ iview the releass notes!

Start Online Backup Client after instalstion

poweared by
BackupAgent*

Wersion 3.12.4.2

Thank you for using Online Backup
Client

Get started right now with the Registration Wizard.

This wizard will help you:

* Setup your account information

* Setup your encryption key

Please click on "Next' to continue or 'Cancel" to close the registration wizard,

Mext Cancel

(! 0) %!
$1

Registration Wizard

Account information

Online Backup Client provides an account with a user name and password.

User name: [FaurUsertiame
Passord; e

Foraat vour password?

Computer: [pA-PC2007

) TFyou do ok have a user name and password, eontact Onine Backup Client.

wack | [ mex | [ comcal

(t 2

# >% & (




PUILSEN

The username and/or password does not exist or is incorrect
The time on the client machine differs very much from the real time (more than 24 hours)
The Pulsen Online Backup Client cannot access the online services while port 443 (SSL) is

blocked by an anti-virus or firewall on the network

Registration Wizard

Encryption key

To secure your files, you must specify an encryption key. This is an extra password to encrypt
and decrypt your data.

The Encryption key should be more than 6 characters and less than 20.

Fillin your Encryption Key:

# Forgat vour encryvption kev?

| 1If you lose or forget your encryption key, your data will be IRRETRIEVABLY LOST. 1

[ sk | wee | [ conce
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Registration Wizard

PUILSEN

Congratulations!

You have finished the Registration Wizard!

steps click 'Back’, i

[¥ Start Backup Wizard

l

wack | [ Fmsh | [ concel

Online Backup Client

Backup Wizard

through the process of sett;

g up a backup task
This wizard will help you:
o Select your data to backup

« Select a schedule of when to backup your data

Get started now with the Online Backup Client Backup Wizard, which will guide you

On|

e Backup Client

Select your data to backup

Name:

|pefaut Task

Description: I

What do you want to backup?

iy documents and settings
Outlook
Includes the My DocLments folder, plus oL et me choose what to backup

Gutlaok i installed, Desktop and cookies.

|

Next ] l Cancel
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Backup Wizard

Select a schedule of when to backup your data

Perform this task:

Hour:

Pick frequency and starting time of default scheduler task

e ][ o

Backup Wizard

Congratulations!

To setup any areas you skipped, click ‘Back, otherwise click ‘Finish".

[ oo J[ e J[ cow
(r 93
81

6 <

18] Task properties

T Schedie | 7 e | G2 Advanced |

Hidden fles and folders

™ cludo idden flos

@ Noie fterng Ak e or extensions (sxamol.doc, *5k)

© Except specicles

© Exlude o b spedic Fls

Folder fitering
A pats of Folde you woud ke to

e Fmthe e,
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Task properti

[ Generl | i Data | = schedue |7 Fiter | 5 Advanced |

Nome: e ]

I ‘

mesaw | \

e[ ‘
2 Active.

0 Shutdonn conputer when corplated
2 Enable Vohane Shdow Cepy

Backup type © onlne backap.
@ offine backup (ocalbackip)

Locaton:  [Cibonamarts snd Sl agharie

Restore Wizard

Get started now with the Online Backup Client Restare Wizard, which will guide you
through the restore process.

This wizard will help you:

* Select your data to restore

o Select the rules as they apply to y

Cancel

(r 0 %
81
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Restore Wizard

Select your data to restore

What do you want to restore?

PUILSEN

Folders

Ed

4 BA-PC2007
BA-PC200:

1= GRAFISCHEPC
et

=5 My Dats

A

2 winzooasTAERSDL

Name Size

P —

Versions

Cancel

Restore Wizard

Select the restore rules

~Location:

¢ Orignal Location

€ selected Location

& Defaul (C:\nline Backup Client|Restored|09242008)

[~ Gverwite rules:
& hskme
 hlways

 Never

I Calculate restore size

o J = [ o=

()%

Select your data filter

@ Allfiles
" Only files (e.g. *.doc)

" Except files (e.g. *.tmp)

| Filter (Does not apply to SQL, Exchange, MAPI and system state resources)

[ Select folder(s) to exclude from backup.

Add

Remove

’ Back ] | Hext | [ Cancel
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18 Online Backup Client

Status: O
(7 R ————

Navigation panel

Account Information

Main panel (e.g. Home)

&! 1
)
Home: Start View
Backup: Select local data for a backup
Restore: Select remote data for a restore
Reports and Logs: View information on executed backups
Options: Configure backup tasks
Support: View contact information for support
About: Additional information about the Online Backup Client
& [N ] $ ! -
#
&, ,* 3
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&$

Backups

6 ) Last run backup Date Status
@y Foiders 9j24f2008 : 1:54:58 PM Successfuly completed
Daily 9j24{2008 : 1:50:00 PM Successfuly completed
@ wartly 9i24/2008 : 1:48:50 PM successfully completed
Nextt backup: Daily: /26/2008 1:48 00 PM

> ()

&*

E F 18 Online Backup Client

e
L] Sunmaryof: Mylolders
o o L] sunmary of: My folds
b dille GMontly Description
goely e Sfaencs 1:407m
Frequency =
Laststatdte Spfancs e
Nexstantdate: sisfents 14770
Nunberofiles '
Totasize: Loe
Selectedresouoss:
R e
CiPocumans nd Stingsstephonie rogtn... e
@ oni
.| o) [(rarm ) [oerse
N
[

&*, )

Click on ‘New Task’ to create a new backup task.
Select the task in the tree view, and open it. The Task Properties will open, and you can
configure:

0 General options (backup type)

o Data

0 Schedule

o Filter

# +% &' (
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&*$' % (

&** 7

) 7 . o CER
, B . A
5 L Genersl | =5 Data | = Schede | 7 Fter | 3 Advanced |
! @ e offles: 1 s 1710
Folis e £ e Geated
@ Destsn SystamFder 972412008 9:38:30
8 BI0) vy vocmen SysemFder 1710001 120,00
S _:i W;‘;mﬁhm SystemFolder  1/1/0001 12:00:00 AN
S OIS it Eireemet expiorer Obfes  Sytemader 170001 120000
< ] >
5 :

3# 45 #89 # # 5
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Once:
Daily:
Weekly:
performed
Monthly:
be

PUILSEN

o | [

Performs a backup once on the time that is inserted
Performs a backup daily on the time that is inserted
Use this option to select which time and day(s) the backup must be

Use this option to select which time and day of the week the backup must

performed

# >% &' (
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Check the ‘Include hidden files’

checkbox to include hidden files within

the selected data set in the backup

set.

No file filtering is default selected.

Select the ‘Except specific files’ radio button to except the files in the filter

Select the ‘Except all but specific files’ radio button to exclude all data within the selected
data set, except the files in the filter.

You can also perform Folder Filtering, to exclude folders within the selected data set.

5 %

5

Only doc files: *.doc (all WORD document files will be backed up)
Only files starting with hello: hello* (all file names starting with hello will be backed up)

A specific file: ntuser.dat

4 @% & (
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Figure 27: The detail screen while
making a backup
! 1
File progress:  The progress of the backup of the indicated file
Total progress: The progress of the total backup task
. 9 * L 6 * ' *
Full: Full backed up files
Patch: Patched backed up files (incremental backups)
NoNeed: Unchanged files (unchanged compared to last backup)
Skipped: Skipped files (details in the logs (explained later)
Done: The total amount of processed data
Total: The total amount of selected data
%Done: The percentage of processed data

Avg.upl.speed: The average upload speed

Remaining time: The estimated remaining time

Elapsed time:  The elapsed time

Compression:  The average compression rate of the backed up data
Size uploaded: The size of the uploaded data

Total size: The total size of the selected data

4 D% & (
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PUILSEN

B reviostion Y reawe
& ome
r g [p——
- PRpr— L] =
= - S TR
N ot S0 Corinones
0 u § macw i
A ) Aeperamatons s srvcrom iy Doamerts
e :
- b oy
. < Cpmn
Q@ s + it
S @ Qs

2y
& WINDONTAESO!

(1 )%
&&$ /
7 [8 Res X

[~ Version

@ Latest version

 Dider versions

M/

Before date

© Specific version

Wersion

I~ Locationy

@ Default (C:\Online Backup Cient\Fiesiored\03242008)
" Diiginal Location

" Selected Location

| [ Bronse

Figure 29: Restore screen

%

# 8,

% & (




&&*,

&&*$

&&&

PUILSEN

[ Restore %)

[ Version

" Latest version
& Dider versions
Belore date “wednesdap, § eptember 24, 2008

" Specific version

Sun Mon Tue Wed Thu Fi_Sal
Version T2 3 4 5 &

708 3 1011 1213

14015 16 17 18 13 20

[ Location ——————|

& Default [C:\Dnline Ba
[ 1Today: 9/24/2008

 Driginal Location

" Selected Location

[ ] [ Browse

(I +)5*

[ Restore %)

[ Version

" Latest version

" Dider versions

Befoedate |

& Specific version

Wersion; 1 {Moified: 8/4/2004 210000 PM)

1
2 [Modiied: 11/5/2007 4 44:55 Ph)

[~ Locatiory
 Default (C:\Orline Backup Clent\Restoredi28112007)
 Driginal Location

" Selected Location

] [ Browse

# 8% & (
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< Bacup

P
- = s = e
% Restare =@ o Crsrones
B A / =
y .

Repertasnd Lags = sacen (S ——

. & Oolioe Backup Cliemt________
; B A )
N' g Lockjt | @ Deskiop

o ror—
0 it o
0 i twitess
Yo
=
Fveize.  [costaio 20 3
B vouruservane
© e ¢ e »
® o
N e ML)
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(! ++) >
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# BackupAgent

G/ G G G # \ ? ) Are you sure you want to remove 1 resources?
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File progress: The progress of the restore of the indicated file
Files Restored: The number of files that have been restored
Files Skipped: The number of files that have been skipped
Bytes Restored (MB): The amount of restored files in Megabytes
Bytes Skipped (MB): The amount of skipped files in Megabytes
Bytes Received (MB): The amount of restored files in Megabyte
Avg.downl.speed: The average download speed
Remaining time: The estimated remaining time
Elapsed time: The elapsed time
Compression: The average compression rate of the backed up data
Size downloaded: The size of the downloaded data
Total size: The total size of the selected data

4 $8% & (
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126.3Kbps (15.8KByte/s)  Compression:
- size downloaded:
7

u I~ Shutdown computer when completed

(1 +0)

You can select to let the program start when the computer starts and automatically install
updates when available

You can select to install a new update of the client software when available

You can able or disable the sending of backup and restore reports by email

You can select to show hidden files in the data explorer in the “Backup”-view (when
selecting data to backup (hidden files are standard not included in a data selection)

You can change the language of the application can be changed.

You can make the application minimize to the system tray when clicking on the close-button

4 $+% & (
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&+$ /
- E / F : 80 Online Backup Client
)
&+$,
- 5
7 *
2 5
&+%$$ /
A
&+$*

b Start backup of rﬁissed task: When this setting is enabled, the missed tasks will
automatically start when the service or the client is started
k Request confirmation when starting a missed task: When this option is enabled you get a
pop up box where you can choose to start the missed backup task(s)
k Delay before starting a missed backup task (seconds)
Compression Settings:
0 You can add file extensions that should never be compressed during backup.
You can add multiple extensions separated with commas.
0 You can set a minimum file size (bytes) for compression. Smaller files will not
be compressed
0 You can set the maximum file size for compression. Larger files will not be

compressed. (0 = no maximum file size)

4 $1% & (
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&+* !
- E! F: )
&+*, !
You can use backup- and restore-privileges which
can overrule access rights for administrators for
backup purposes
You can choose to add Backup/Restore reports to
windows logs (for the purpose of tracking errors in
the backup or restore processes)
Enable the diagnostics
(1 +)5 =
5 4 0
You can choose to perform the backup by the background service.
You can set the type of Encryption of the data that will be backed up: AES 128 bits or 256
bits encryption.
You can select the folder where temporary files are stored before they are transferred to the
Backup Server.
3
3
&+*$ 6 #
) # # . # #
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Information

This is information on progress of the backup or

restore procedure

Warning

Non fatal errors occurred during backup or restore

process. (' Y@'!'=$%
Error

A fatal error has occurred in the Online Backup

Client.

(' )@! 3=

&1+ ) 9
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Please note that pressing Cancel during ntbackup's backup procedure cancels the backup
but will not report an error.
Windows XP Home Edition does not support ntbackup by default. To use System State

backup features of Pulsen Online Backup Client please install the ntbackup program. The

# % & (




following URL will provide more information:
http://www.windowsitpro.com/Article/ArticlelD/24413/24413.html

+& /
/ # o#

Go to the "Restore” view

Select the version of the System State that needs

to be restored from the System State folder.

Starting the restore will download the System

State backup file to the selected local folder.

(' )% !
!
# Q
Q! Q# Q
Select the System State version that needs to be
restored in the ntbackup tool.
When the restore is started, the tool will most
probably fail to connect to the backup media file (D% |
because of an incorrect location. " $ *
You are then offered the possibility to browse to
the location where the Pulsen Online Backup
Client placed the restore file.
#
++ / / 0
# # 6 M 0

# *$%
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1, -
- 45 #
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45 $DDD 45 $DD* )
45

Through an ESE plugin for backing up Exchange mail stores

Through the folder-level backup option for backing up mailboxes separately

Through VSS by selecting the .edb- and .stm files on the file system

4#4 - 45

1% 45 444

45

)
E F: F45
# F: B! 45 A
) (r /) = 33
!
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G3 45 # G
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3* =
k  Truncate the transaction logs after a full backup: This

means that the log files will be truncated in the

Exchange database when a full backup of the

Exchange Store is enforced. (r 1) =

3' ( 3;*! AB@

k Let BackupAgent client decide: This means that if there is more than 66% changes compared
between the currently backed up data and the Full backup, the client will enforce a full backup
again.

*  Always: This means the client will always enforce a full backup

* Never: This means there will never be a full backup again, other than the first backup. The first

backup of an Exchange store is always a full backup.

1%, 0
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Exchange must be installed and running on the local computer in order to perform backups.
Important: an Exchange Store that is requested to be backed up must be mounted in order
to be accessed. Dismounted Stores may appear in the folder-pane but cannot be backed
up.

The user that performs a backup must be assigned backup and restore privileges on the
local machine (and of any remote server on which a backup is performed).

Circular logging must be disabled.

2

Backups are always performed at Store level. For information about Exchange Folder level
backup, see later in this manual.

The Pulsen Online Backup Client performs full or incremental backups. However, since
incremental backups require a continuous series of log files, it is not possible to use third
party software when the Pulsen Online Backup Client is used to schedule backups of
Exchange. This also holds vice versa. Third party software can causes data lose, for
example the software removes Exchange log files that are needed to make a successful

backup of Exchange.

The first time Exchange is backed up, a full backup will be performed. Depending on how
large the Stores are considered, the backup may take a significant amount of time (up to
one hour and over for Stores measuring GBs) apart from the time needed to upload the

Stores to the remote Backup Servers.

B3#45 # A
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b Latest version
¥ Older versions (Select a before date)
k  Specific version (depends on the versions settings in

the Options tab)

(" )% 3;* 1
0 S
6
.RR R 5 CTU VT U \Y4
Uu@s$vy UD*&
1* 45
1*, =
! !
5
3# 45 $DD*
45
I 0
! 0
MS Exchange 2003 Service pack 2 must be installed
Windows 2003 must be installed
Hotfix w @D>D'$ for Exchange 2003 must be installed:
http://support.backupagent.com/index.php? m=downloads& a=viewdownload&downloadite
mid=36&nav=0,26
#

#

*1 %

& (




The ‘SystemMailbox’-user must not be hidden from the Exchange address list

The local and/or domain administrator must have ‘receive as’ and ‘send as’ permission to

the mailstore(s).

# 3 5
Start the Active Directory management application

On the parent node for all users, right-click and
choose ‘Find users...’

3. In the ‘Find Users’-dialog, type ‘SystemMailbox’ in the
‘Name'’ field and click ‘Find...":

4. Select the user and open its properties
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5. On the properties, click on the ‘Exchange Advanced’
tab

6. Make sure the ‘Hide from Exchange address list’
checkbox is unchecked

7. Click OK and close the application

8. (Re)start the Online Backup Clien (v 2)#
3; %!

9. Start the MS Exchange System Manager
10. Browse to the mailstore node in the tree

11. Right-click on the node and choose properties

(V1) 3xd
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1. Inthe Properties dialog, click on the Security-tab

2. On the Security-tab, click on the Advanced-button

(rrmno
3. In the ‘permission entries’ list, select the local and/or
domain administrator and click ‘Edit...’
4. In the Permission Entry dialog browse through the list
of permissions
5. Check the ‘receive as’ checkbox permission in the
‘allow’ column
6. Check the ‘send as ‘' checkbox permission in the
‘allow’ column
7. Click Ok and close the application
(' 0) % =
8. (Re)start the Online Backup Client
$
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On the Exchange Server tab, check the ‘Activate

Exchange server backup on folder level' checkbox
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3# 45
This PST file is saved in the temp-folder of the
Online Backup Client
The PST file is then binary compared with current
PST files which are already uploaded to the
Backup Server.
In case of no earlier versions of the PST file the
file is completely uploaded to the Backup Server.
Like a normal file it is compressed and encrypted
before it is uploaded.
In case of an earlier version of the PST file all
changes between the files are calculated and a
binary patch is uploaded containing only the
changes. (If nothing changed, nothing is
uploaded)
Additional metadata considering mailbox
properties and settings are also uploaded to the
Backup Server.
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Latest version

Older versions (Select a before date)

Specific version (depends on the versions settings in

the Options tab)

You can select to restore only the files, where you can (! 00) %
select to restore to the default location or a selected

location.

When you select Original Location, you overwrite the

current data in the folder in Exchange

Choosing to copy the items will result in an additional
folder with a ‘Copy of’-prefix (i.e. ‘Copy of Inbox’) in
the user’s mailbox.

Figure 67: Progress during restore
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A connection to the SQL Server is created using Integrated Security or by a user provided
username/password combination. In any case the Pulsen Online Backup Client must be

provided with sufficient rights to perform the SQL backup procedures.

User permissions for MS SQL are described here:
http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sqlbackuprest.mspx. In
order to create a backup of a database, the user that connects to the SQL Server must be

assigned the sysadmin Server Role and the db_backupoperator and dbo_owner DB roles.

2

The Pulsen Online Backup Client connects to the local MS SQL Server so only backups of
local databases can be performed.

The tempdb database cannot be backed up or restored. Do not select this database for
backup.

The Pulsen Online Backup Client can perform 'full' and 'differential' backups on MSSQL

Server. The backup method that will be used is chosen automatically.
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The Pulsen Online Backup Client must be provided with correct permissions to perform
the restore operation. According to Microsoft

(http://www.microsoft.com/technet/prodtechnol/sql/2000/maintain/sglbackuprest.mspx) the
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user that connects to the Server must have the sysadmin and dbcreator Server roles and

db_owner DB role assigned to it.

A restore of the master database can only be performed when the Server is in single user
mode. SQL Server can be started in single user mode from the command line using the -m

command line option: "\Program Files\Microsoft SQL Server\MSSQL\Binn\sqglservr" -m.
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